Key Generation and SFTP Instructions

Private and Public Key Generation

To provide Wyoming districts with a high level of security for student information, the National
Transcript Center now uses a Private and Public Key authentication for connecting to the secured
FTP (SFTP) site used for receiving extract files from the school districts. PUTTY Key Generator
can be used to create the Private and Public Key pair.

For PC users (Macintosh users see page 4):

1. Download the PUuTTY Key Generator to your desktop.
http://the.earth.li/~sgtatham/putty/latest/x86/puttygen.exe

2. Click on the PuttyGen.exe icon on your desktop.
3. When PuTTY Key Generator starts you should see the screen as in Figure 1.

4. Make sure SSH-2 RSA is selected at the bottom.
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5. Click on the Generate button and you will be asked to move the mouse. The screen will

appear as in Figure 2.

,:_* Puiny key Generator

File kKey Conwersions Help

k.en

Fleaze generate some randomness by moving the mouze over the blank area.

Actions

Generate a public/private key pair
Load an exizting private key file

Save the generated key

Farameters

Type of key to generate;

MHumber of bitz in a generated key:

S5H-1 [R5A) S5H-2H5A

Generate
Load

Save public key Save private key

S5H-2D54A

1024

Figure 2




Key Generation and SFTP Instructions

6. The top box contains the Public Key. You will need to copy this public key from the top box
and email it to ntcsupport@hobsons.com. It is safe to email the public key.

Note: For you to be able to connect to the SFTP this public key must be sent.
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7. You will then need to decide whether to put a passphrase on your private key.
e If you enter a passphrase on this screen, you will be prompted for it when connecting to
the SFTP site.
e If everyone using your computer (everyone able to access the stored private key) is
authorized to upload to the SFTP site then you may choose not to use a passphrase.

8. Next you will need to click on the Save Private Key button.
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9. Enter a name for your District’s Private Key and be sure to remember where the file is located.
Click Save.
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10. Now that you have emailed the public key and have saved your private key; you are ready to
proceed to the FileZilla setup.

For Mac users:

1.
2.
3

Open the Terminal and navigate to the folder where you want the keys to be saved.

Run the ssh-keygen command.

You will be asked for a file name in which the key should be saved. Enter a name for your
District’s Private Key.

You will then be asked for a passphrase (password) for the key. You will need to decide
whether to put a passphrase on your private key. If you enter a passphrase you will be
prompted for it when connecting to the SFTP site. If everyone using your computer
(everyone able to access the stored private key) is authorized to upload to the SFTP site then
you may choose not to use a passphrase.

Your private key will have the name that you choose and the public key will have that same
name with .pub at the end.

You will need to email the public key (.pub) to ntcsupport@hobsons.com. It is safe to email
the public key.

Note: For you to be able to connect to the SFTP this public key must be sent.

Now that you have emailed the public key and have created your private key; you are ready
to proceed to the FileZilla setup.
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FileZilla Setup

1. Filezilla can be downloaded from the following website: http://filezilla-project.org/
e Click on the ‘Download Filezilla Client’. Choose the file corresponding with your type of
computer.

2. Open the FileZilla Setup file to install the program using the defaults.
3. Click on the Filezilla icon on your desktop to open FileZilla.

4. Click Edit from the menu and choose Settings from the drop down menu. The screen shown
in Figure 5 should appear.

Select page: Crverviewm
=8 - onnection | For more detailed information about what these options do, please run the
nietwark, configuration wizard,
= FTP
Active rode [ Fun configuration wizard now. .., ]
Passive mode - -
FTP Proxy e
SETP Timeout in seconds: | 15 (5-9999, 0 to disable)
GEnEric proxy = If nio data is sent or received during an operation For longer than the specified
[=J- Transfers time, the connection will be closed and FileZilla will kry to reconnect.
F!|E TYF'ES ) Reconnection setkings
File exists action
= Interface Mazimum number of retries: Z (0-99)
Themes Delay between Failed login atkempls: | 5 (0-999 seconds)
Datetime Format ) -
Filesize Format F‘Ie_ase noke thgt some servers might ban you if vou try ko reconnect too often
o ar in too short inkervals,
File: lisks
Language [v]
| oK J
[ Cancel ]

Figure 5
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5. Click on SFTP under the Connection options and a screen like Figure 6 will appear.

6. Click on the Add keyfile button and choose the private key that you saved to your
computer during the Key Generation instructions above.
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7. Once your private key appears in the box as in Figure 7 then click on OK.
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8. Click File from the menu and choose Site Manager from the drop down menu as shown
in Figure 8.
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Figure 8
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9. The Site Manager configuration window should open as seen in Figure 9.

| Site Manager

General |Aduanced | Transfer settings | Charset |
Hosk: | | Paortk: I:I
Serverbype: |SFTP - S5H File Transfer Protocol
..... 5100420 =
""" 5101550 Logontvpe: | AnoRymous
..... 510258{]
----- 5102980 User: | |
..... Emam S
_____ p—— Password: | |
..... c4015620 Account; | |
..... EGUU?E“]
..... 5501090 Camrments:
----- 5601260
----- 5601460
----- 5601470
..... SE0 1980
..... SE07140
----- @ 5602760
| dewsite | | New Folder |
Rename Delete
Copy
Connec [ oK ] [ Cancel

Figure 9
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10. Click on the New Site button and rename the default site name to the name of your choice.

site Manager

Select Entry:

5601260
55601460
55601470
55601930
502070
5602140
Se027al
5602820
5602870
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----- 2l 5604500
-----

----- 5605090

(]
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servertype: |SFI'F‘ - 55H File Transfer Protocol El

Host:

Logontype: | Mormal

User: |

|
Password;: | |
|

Account: |

Comments:

| |

oK

Figure 10
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11. Next, configure the WTC SFTP site connection using

Host: sftp.transcriptcenter.com

Servertype: SFTP — SSH File Transfer Protocol

Logontype: Normal

User: Your NCES District ID
You can find your NCES District ID at http://nces.ed.gov/ccd/districtsearch/ or by
contacting Hobsons at ntcsupport@hobsons.com.

Password is left blank and not needed since the private key file was added previously to your

setting.

12. Click on Connect as seen in Figure 11.
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13. ** During future submissions you can start on this step by opening FileZilla and choosing the
connection that you just created in the Site Manager. (This requires that the private key and

connection is not removed from your computer)

14. When successfully connected, FileZilla should show “Status: Directory listing successful” as

shown in Figure 12.

2 "5602760 - sftp:/f5602 760@sftp.transcriptcenter.com - FileZilla

File Edit View Transfer Server Help

g EnLQ Bo.o@r ==

|ﬂost: | ‘ Username: | | Password: | Port: |

‘ leckcomect ”q

Status: Connecting to sftp. transcriptcenter. com. ..
Response: fz5fip started

Command: open "5602760@sftp. transariptcenter. com™ 22
Command: Pass: ===

Status: Connected to sftp. transcriptcenter, com

Status: Retrieving directory listing...

Command: pwd

Response: Current directory is: "/fhome/ntcps fwy/5602760"
Command: s

Status: Listing directory fhome /ntcpsfwy /5602760
Status: Calculating timezone offset of server...
Command: mtme ".ssh”

Response: 1215643391

Status: Timezone offsets: Server: -11 seconds. Local: -21600 seconds. Difference: -21589 seconds.
Status: Directary listing successful

Local site: ‘ A t Remote site: | Jhome fntcps fwy/5602760 t
Filename Filesize = Filetype Last modifie | Filename Filesize = Filetype Lastmodified

T (nte) Metwork Drive .

225 (esp) Metwork Drive . File Folder 7/3/2008 4:43:11PM
xH: (bhenry) Metwork Drive

LD €D Drive

e Local Disk
a) | BE ] B
5 directories 1directory

Server [ Local file Direction  Remote file Size  Priority Status

Queued files = Failed transfers Successful transfers

5} Queue: empty ae

Figure 12



Key Generation and SFTP Instructions

15. Once connected, locate the ‘Local site’ box and navigate to the location where your extract
files are located.

16. You can now send your SIS extracts to NTC by dragging the files from the left box labeled
‘Local Site’ to the box on the right labeled ‘Remote Site’. Your files are submitted once you
see the files in the box labeled ‘Remote Site'.

If you encounter any problems or errors connecting to the SFTP site or if you have general NTC
use questions please contact NTC Support at ntcsupport@hobsons.com or 877-235-9724.
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